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DrayTek SmartVPN for
Remote Dial-In Users

You are able to utilise a remote dial-in user to connect yourself to a remote network. Doing so
allows you to work as if you were at that site in most cases.

Calculus support and offer this service where the routers are leased from us, simply send a request

to the support team.

Installing the App

Download the SmartVPN Client from the DrayTek website for your platform.

Calculus can only provide support for Windows applications, but others do work. This guide
covers Windows setup only.

Once you have downloaded the zip file, extact it to your desired location. You'll be presented with 2
files:

#5 SmartVPNClient_5.7.1 15/09/2025 16:32 Application

ﬂ SmartVPMClient_3.7.1 15/00/2025 16:32 Windows Installer Package

Run (by double-clicking) the SmartVPNClient X.X.X.msi where X.X.X is the downloaded version. The
file is @ Windows Installer Package and is highlighted above. You will need administrative rights to
install this.

You will be presented with the following screen, press Next .


https://kb.findesolutions.com/link/1#bkmrk-department-phone-%23-e
https://www.draytek.com/products/smart-vpn-client/
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"8 DrayTek Smart VPN Client — X

Welcome to the DrayTek Smart VPN Client Setup » .,
Wizard L

The ingtaller will quide vou through the steps required to install DrayT ek Smart WYPH Client an paur
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WARMIMG: Thiz computer pragram is pratected by copyright law and intermational treaties.
IInauthorized duplication or distribution of this pragram, or any portion af it may result in severe civi
or criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

< Back Cancel

This will install the app, once completed press the Close button.

Running the App

You'll find a Smart VPN Client in your start menu, click to open and run.

Best match

IH_ Smart VPM Client

AppR

First Run

The first time you run the application, you may be prompted to install the VPPP driver " vppp.sys " -
press 0K to install, it is a required feature for some VPN types.
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VPP Driver Installation >

Please press "OK" to run the installation

o The VPPP driver <=vppp.sys> is necessary for this feature!
You might need to manually reboot the system to use 55L VPN

Configuring a VPN Profile

You can have multiple VPN profiles, but may only be connected to one at once.

Select Profiles on the left-hand side, and press the Add button.

DrayTek Smart VPN Client 5.7.1 = X

DrayTek Smart VPN Client

Profile Mame Type

2§

Edit Remove Add
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Enter a sensible profile name, this is purely what you will
select to connect to.

The details below are for our most commonly used
VPN types. If you need another type, details will be
provided to you as required.

Server Information

These details will be provided to you by the support team.
Select the relevant type. Typically, SSL VPN or IPSec VPN
types are what is used.

VPN Information

These details will also be provided to you by the support
team, enter them in the relevant fields. If using mOTP and
SSL, the token and PIN will be provided to you.

You may opt to remember your credentials here, which will
mean you do not have to enter them every time. Make
sure you turn off Always Prompt for Credentials if you do.

IP Property
Only make changes in here if expressly instructed.

Advanced Options
Only make changes in here if expressly instructed.

%5 Edit Profile

Profile Name My VPN

rServer Information

Type 550 VPN Tunnel

IP or Hostname  Enter IP address or Hostname

3

Port Knocking

—WPM Information
Authentication Type  Username and Password

User Mame Max: 128 characters

Password Max: 123 characters

Remember My Credentials

Always Prompt for Credentials

~IP Property W

- Advanced Options W

Cancel

Connecting to the VPN

Once your profile is setup, you can then connect to it.

On the connect tab, ensure your Active Profile is selected in the dropdown, and toggle the

Connect button.
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DrayTek Smart VPM Client 5.7.1 =5 *

DrayTek Smart VPN Client

Lptime —

Connection [P -

Status: No connection i

Connect 0

Active Profile  My_VPN -

Senver: testd43

Type : SSL VPN Tunnel

If this errors at all, please ensure you provide the support team with the error for diagnosing the
issue.

Other Useful Settings

‘ These can only be changed when you do not have a VPN connected.
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1. Enable this option to have the Smart VPN Client start DrayTek Smart VPN Client 5.7.1 =
with your system.

DrayTek smart VPN Client
2. Enable this option to have the Smart VPN Client attempt

to reconnect in the event your VPN loses connection at all. Auto run VPN when system start up

. . . Auto-reconnect when connection drops
3. Press Export to save your profiles for importing

elsewhere. This may be useful for when you are moving to
a new PC for example. Note that the credentials will
require inputting again, they are not transferred for
security reasons.

Support L2TP instead of L2TP over IPsec

Support MAT-T for IPsec tunnel

Export Profiles Export

Import Profiles Import
Language According to 05

Theme Mode Light

Save
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Setting up Google API for
Routing and Mapping
Introduction

These instructions are designed to guide customers through obtaining a Google API Key, which is
then used through NCompass to use the mapping feature.

Adding Google API's to Google Account

Create User / Sign In

Open an internet browser on your computer and go to the following URL:
.com
Google
Signin
to continue to Google Cloud Platform
Email or phone

Forgot email?

Not your computer? Use a private browsing window to sign
in. Learn mare

Create account m

If you already have a Google Account enter your email address and click Next. Alternatively click
the Create account option to create a new account.


http://console.developers.google.com/

Create Project

When you have created an account / logged into the Google Developers Console, click on Select a
project at the top of the screen.

Google Cloud Select a project

PT APIs & Services Enabled APlIs & services

i2» Enabled APIs & services

@  Toview this page, select a project.

EE

Library

Credentials

Y

DAuth consent screen

¥
(11}

S Page usage agreements

Click on New Project (at the top right). You are required to create a new project before you can use
the Google APIs. Set the project name as ‘Route Mapping’ or something similar. Click on Create.
Your web browser will now redirect to the Enabled API's & services page.

Enable API's

On the Enabled API's & services, you will see a list of API's available down the screen. If you don't
see this, press Enabled API's & services on the left hand side of the screen
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API APIs & Services APls & Services =+ Enable APIs and services
«%» Enabled APIs & services
4t Library
o= Credentials Traffic

¥ OAuth consent screen

Page usage agreements

& No data is available for the selected time frame.

Search (/) for resources, docs, products, and more

‘ Q Search ‘

1hour 6hours 12hours + 1day 2days

UTG+1 8:00PM Apri4 8:00AM

= Filter Filter

Name L Requests
Analytics Hub API
BigQuery API

BigQuery Connection APl
BigQuery Data Policy API
BigQuery Data Transfer API
BigQuery Migration API
BigQuery Reservation API
BigQuery Storage API
Cloud Dataplex API

Cloud Datastore API

Cloud Logging API

Cloud Monitoring API

= Errars = Median latency
& Mo data is available for the selected time frame. A No data is available for the
1200FM T+ G.00PM Apr 4 6:00 AM 1200FM UTC+t  600FM Apr 14
Errors (%) Latency, median (ms) Latency, 95% (ms)

At the top of the screen, press the + Enable APIs and services (or you can press the Library button
on the far left) and use the search box to enable the following APIs:

Maps Static API
Directions API

Maps JavaScript API
Geocoding API

Search for Maps Static APl and press the Maps Static API button, then on the next screen, press

enable

AP API Library

APl Library > “maps static api”
= Filter Type to filter 2results

Visibility ~ o

Public 2 Maps Static API
Google Enterprise AP @

Category ~

Maps 2
Simple, embeddable map image with minimal

Google Enterprise APls 2) code.

Q, maps static api

O

Street View Static API
Google Enterprise APl @

Real-world imagery and panoramas.
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After pressing Enable, it will ask for account information. The first page is to confirm the country
from a dropdown list. Once selected, press Agree & continue.

The second page will ask for contact information and a payment method. Put your company
address, save and then add your preferred payment method e.g. credit / debit card

Google requires a payment card to be able to use the Google API features. However, they
do have a $200 free usage every month, and the NCM usage should not come close to
hitting any charge thresholds.

If any payment details are incorrect or if the billing information has expired, the API will not
work until updated

Repeat the same steps for the other API's in the above list

Once you've added the API's you will see them in the list of API's & Services from the Enabled API's
& services window



HPL APls & Services APls & Services + Enabie APls and services

«f» Enabled APls & services

W Library
o= Credentials H Traffic o~ Ermors oy i Median latency
¥ DAuth consent scraen
¥ Page usage agreements
A Mo data is available for the selected time frame. 4 Mo data is available for the selected time frame. 4 Modata is available for the se
uTD+ e 12 . - uTD+ rer 1 [y - uTC+ rer1s E
= Filver Filter
Mame 4. Requests Errors (%) Latency, median (ms) Latency. 95% (ms)

Analytics Hub API
BigQuery AF|

BigQuery Connection API
BigQuery Data Policy AP
BigQuery Data Transfer AP
BigQuery Migration API
BigQuery Reservation AP
BigQuery Starage API
Cloud Dataplax AP
Claud Datastore AP
Clovd Logging AFI

Clowd Monitoring AP
Clowd S0OL

Clovd Storage

Clowd Storage AP

Cloud Trace APl
Dataform APl

Directions API
Geocoding API

Google Cloud AFIs
Google Cloud Storage JSOM AP

Maps JavaScript AFI
Maps Static APl

Sarvice Management API
Semvice llsage AP

Telemetry AP1

Creating Google API Key

Now you have all the API's required on your account, you need to create an API key that links.

To do this, from the API's & Services page, click on the Credentials button at the left of the screen
and then press + Create credentials at the top of the window
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Go gle Cloud Search (/) for resources, docs, products, and more

‘ O\ Search

1PI APIs & Services Credentials + Create credentials ~ '~ Restore deleted credentials

<%+ Enabled APIs & services

Create credentials to access your enabled APIs. Learn more (2

o Library

or Credentials

A Remember to configure the OAuth consent screen with information about your application.

¥ OAuth consent screen

APl Keys

=u Page usage agreements

Oe Name Bound account (2 Creation date
No API keys 1o display
OAuth 2.0 Client IDs
[0 Name Creation date Type
No OAuth clients to display
Service Accounts

O Email Name 4
No service accounts to display

In the dropdown, select API Key

T

ipl

4+ Create credentials ~ =~ Restore deleted credential:
API key
|dentifies your project using a simple API key to check guota and access

OAuth client 1D
Requests user consent so your app can access the user's data n.

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions 1o help you decide which type of credential to use

Restrictions

Client ID

This will then open a side window where you can name the APl key and select which API's you want
in your key.

Give the APl an appropriate name e.g. Google APl Key and in the Select APl dropdown, tick all 4
API's you added previously:

Maps Static API
Directions API
Maps JavaScript API
Geocoding API

So the API Key looks like:
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Create AP key 5

Mame *
( Google APl Key

Use a unigue name to identify your APl key

APls that can be accessed using this key @

o To use Vertex or Gemini APls with an API key, vou must bind it to a service
account by selecting ‘Authenticate API calls through a service account'
before applying the API restriction.

Mote: An organization policy governs creating APl keys bound to a service
account for projects with a Google Cloud organization. Learn more (4

Select API restrictions *
( 4 APls -

This list includes only APz enabled in this project. If you don't ==e the AP1 you need, visit the AP
Library to enable it.

Selected APls:

Maps JavaScript API
Maps Static AP
Directions AP
Geocoding AP

[] authenticate API calls through a service account
APl callz made by this key will authenticate as the bound service sccount. This oplion iz required
to access some APls such as Vertex Al

Restrict your key to reduce security risks

Select a specific application tvpe to restrict access

Application restrictions @&

@ None

O Websites
O IP addresses

O Android apps

O i0S apps

Once this is done, click create, the side window will update and show you your API key.

Please take a copy of this as it will be required later
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If you ever need to get a copy again, in the Credentials window where we went first to start
creating the API key, you will now see your Google API Key in the list

= Google Cloud #* Route Mapping [

IPT  APIs & Services Credentials + Create credentials = ~ Restore deleted credentials

«» Enabled APIs & services

Create credentials to access your enabled APIs. Learn more [4

w1 Library

) & Remember to configure the OAuth consent screen with information about your application.
o= Credentials

% OAuth consent screen

APl Keys
Tm Page usage agreements H
K | Mame Bound account (&)
] & Google API Key -

OAuth 2.0 Client IDs

[ Name Creation date

Mo QAuth clients to display

You can click on this link to make any required changes or to see the key again

Adding Google API Key to NCompass

Go to NCompass. You will need to be logged in with administrator access. Click on Tools >
Configuration, and then search for ‘Google API’ (ticking the search all groups box). Tick the Global
box and paste in the Google API Key. Press Save.

8 Systemn Configuration o || @ | &
R Current Workstation: NCompassServer Close
=) [#5] NCompass Settings I’ New Settings
5B Accounts AP Key to use for this service
Administrator
Agreements
Customer Applications
] 1 R
=g Customer Module —— | |
@ EDI [] workstation | ......... |
[-=] Emai
ey [ user [ |
[#-=] Field Calls v Update Across Sie... Save
Settings
For ¥ on: | NGy [ ForUser:  System Manager =
Search for: |google api | [] Search all groups Search
Option Giobal Workstation User
ogl ey <Noi of
B2 Google AP Ki i Not Set= <MNot Set=
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Adding Billing Details

If you didn't add billing details before or if your billing details expire, they need to be added /
updated

To do this, go to: https://console.cloud.google.com/

As mentioned above, if any payment details are incorrect or if the billing information has
expired, the API will not work until updated

It will likely auto select your route mapping product but if you have multiple, make sure you select
the project you created at the start of the guide

Search (/) for resources, docs, products, and more | Q, Search

. N

Try Gemini Cloud

= Google Cloud ‘ 2= Route Mapping

Y Welcome

You're working in Route Mapping

Projectnumber: 640955011374 1 ProjectID: route-mapping493312 1@

Assist chat
(Tip: use Alt G to open and close
Dashbeard  Cloud Hub P
Chat now >
& Create avM ] [ & Runa query in BigQuery ] [ K3 Deploy an application l [ B3 Create a storage bucket
Quick access
APL APIs & Services O 1AM & Admin &\ Billing £} Compute Engine
= Cioud Storage @ BigQuery o VPC network @ Kubernetes Engine

22 View all products

From this Welcome window, click billing and you can select link billing account if not created or
Manage billing accounts if renewing card details. From here, fill in or update details as required

Google Cloud | $* Route Mapping | [ search (/) for resources, docs, products, and more ‘ Q, search ]

ling / Linked account

Billing

This project has no billing account

This project is not linked 1o a billing accoumt

Linka billing account  Manage billing accounts
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Cyber Security



Cyber Security

Securing Emails After a
Security Breach

In today's world, there are unfortunately bad actors which attempt to infiltrate various systems. Al
is making this easier then ever, so its important to remain vigilant, however, some of the attack
vectors are so convincing that they can fool anyone.

This article will help you re-secure your account if you do become a victim.

Whilst our focus here is on Microsoft 365 accounts, the principals can be applied to most
email providers.

Secure Your Account

Login to your Microsoft Account using your email and password

Select to Change Password on the left-hand menu.

& My Account -~
Owverview
Security info
Devices
Change Password
Organisations
Settings & Privacy

Recent activity


https://myaccount.microsoft.com
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Enter a new password, and confirm it.

Change your password X
A long password is more secure than a complex User ID
password. Consider using a passphrase.

MNew password

| °]

Confirm new password

| °]

Cancel

On the Security info page, you'll see an option to Sign

out everywhere . Press this and follow the prompts. Secu rit}( info

These are the methods you use to sign into your &
This could take up to an hour to be effective.

You're using the most advisable sign-in method

Sign-in method when most advisable is unavailable: Microsoft Authent

~+ Add sign-in method
E Password

= Microsoft Authenticator
= Push multi-factor authentication (MFA)

Lost device? Sign out evenywhere

On the Security info page still, remove any devices you do not recognise that are used for MFA (Multi-Factor
Authentication).

Check for Email Rules

Often these malicious actors will add in rules to your email inbox to try to hide their activity and to
ensure they get the spray to your contacts.

Login to Outlook and navigate to Settings > Email > Rules .


https://www.useapassphrase.com/
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Settings

+ Add new rule
t [ Jumpte = Filter =| ByDate

Received v

Show all descriptions

Mon 4:39 PM

Mon 221 AM

In this window you may seem some rules that look out of place, any rules here should be ones you
yourself have added so anything that doesn't look right, delete them. For example, a compromised
account may have rules that look similar to the below:

Settings Layout Rules x
Q. Search settings Compose and reply
Templates You cim create rules that tell Outlook how to handle incoming email T
O, Account messages.
Quick Parts
31 General

Smart suggestions
| & Email | Hide all descriptions
Attachments

= Calendar

| | Rules
9% People h b - ~
= ngl
Conditional formatting ()

& Copilot

Sweep If a message arrives in my inbox, mark the message as Read, move the message to folder

‘Conversation History' and stop processing more rules on this message.
Junk email
Quick steps f Edit TU_JT' Delete

Search folders

Customise actions 1 ddw () /P \l/ . ~
Sync email
If the sender's address contains these words: 'triplerio’, mark the message as Read, move the
message to folder ‘Conversation History' and stop processing more rules on this message.

Forwarding
ﬁ i
Retention policies

Message handling

Use the delete button to restore normal operations.

Its important to be aware that these rules are not restricted to the example above. It is
better to remove any rules you are not sure of as these can be re-added later.

Contacting Affected Recipients

In your Outlook app, review the Deleted Items folder - you may find a copy of the phishing email
that was sent. You'll then want to:

e Reply again to the email
e Remove the malicious links
e Inform the recipients they link was not from yourself and to not click anything.
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e Direct them to this page if they require assistance if they have been phished.

Further Support

Contact your email provider if you require further support. Do not delay - its important to move
quickly to limit damage potential.



